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1. Whatis the primary purpose of a Rules of Engagement (RoE) document?

A. Document all vulnerabilities
B. Define scope, permissions, and test constraints
C. Configure client firewalls pre-testing

D. Automate daily progress reporting

Answer B

2. Which toolis commonly used for network sniffing?

A. Wireshark
B. Nmap
C. Nessus

D. Metasploit

Answer A

3. Whatis ARP poisoning typically used for?

A. Encrypting data
B. Bypassing antivirus
C. Performing man-in-the-middle attacks

D. Cracking passwords

Answer C
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4. Which portis used by HTTPS by default?

A.21
B. 23
C. 443

D. 80

Answer C

5. What SQL attack manipulates queries via input fields?

A. Cross-site scripting
B. SQL injection
C. DNS poisoning

D.Session hijacking

Answer B

6. What does AES stand for in cryptography?

A. Advanced Electronic Security

B. Automatic Encryption Service

C. Advanced Encryption Standard
D. Asymmetric Encryption Standard

Answer C
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